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Legend:

P: Prepare (step)

C: Categorize (step)

S: Select (step)

I: Implement (step)

A: Assess (step)

R: Authorize (step)

M: Monitor (step)

ORG: Organizational (responsibility)

SYS: System (responsibility)
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ÅAUTHORIZING OFFICIAL OR AUTHORIZING 
OFFICIAL DESIGNATED REPRESENTATIVE

ÅCHIEF ACQUISITION OFFICER

ÅCHIEF INFORMATION OFFICER

ÅCOMMON CONTROL PROVIDER

ÅCONTROL ASSESSOR

ÅENTERPRISE ARCHITECT

ÅHEAD OF AGENCY

ÅINFORMATION OWNER OR STEWARD                
(OR SYSTEM OWNER)

ÅMISSION OR BUSINESS OWNER

ÅRISK EXECUTIVE (FUNCTION) OR SENIOR 
ACCOUNTABLE OFFICIAL FOR RISK 
MANAGEMENT

ÅSECURITY OR PRIVACY ARCHITECT

ÅSENIOR AGENCY INFORMATION SECURITY 
OFFICER

ÅSENIOR AGENCY OFFICIAL FOR PRIVACY

ÅSYSTEM ADMINISTRATOR

ÅSYSTEM OWNER

ÅSYSTEM SECURITY OR PRIVACY ENGINEER

ÅSYSTEM SECURITY OR PRIVACY OFFICER

ÅUSER
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O
R
G

S
Y
S

RESPONSIBILITIES

HEAD OF 
AGENCY

X X

Å Designate a senior accountable official for risk management, senior agency official for privacy, 
and chief acquisition officer

Å Oversee risk management process
Å Provide an organization-wide forum to consider all sources of risk, and to promote collaboration 

and cooperation
Å Institute a commitment to effectively manage security and privacy risk
Å Coordinate with risk executive (function) to establish a risk management strategy

MISSION OR 
BUSINESS 
OWNER

X X
Å Assist in development of organization-wide tailored control baselines and/or profiles (Task P-4 

[Optional])

X X Å Define mission and business functions and processes that the system is intended to support

ENTERPRISE 
ARCHITECT

X X

Å Implement an enterprise architecture strategy that facilitates effective security and privacy 
solutions

Å Collaborate with system owners and authorizing officials to facilitate authorization boundary 
determinations

Å Coordinate with security and privacy architects on security and privacy issues

X X Å Determine placement of system within the enterprise architecture

SECURITY OR 
PRIVACY 

ARCHITECT
X

Å Liaise between the enterprise architect and the system security or privacy engineer
Å Allocate controls in coordination with system owners, common control providers, and system 

security or privacy officers
Å Advise senior leadership on a range of security and privacy issues
Å Manage aspects of the enterprise architecture that protect information and systems from 

unauthorized system activity or behavior; that ensure compliance with privacy requirements; 
and that manage privacy risks to individuals associated with the processing of personally 
identifiable information
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CHIEF 
ACQUISITION 

OFFICER
X X

Å Manage and monitor the performance of acquisition programs and activities
Å Establish clear lines of authority, accountability, and responsibility for acquisition decision-

making
Å Establish procurement policies, procedures, and practices
Å Ensure that security and privacy requirements are defined in organizational procurements and 

acquisitions
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COMMON 
CONTROL 
PROVIDER

(continues next 
page)

X X

Å Tailor and supplement the common controls following organizational guidance
Å Document the assigned common controls for the organization in sufficient detail to enable a 

compliant implementation of the control and maintain the documentation
Å Disseminate the security documentation associated with the common controls to system owners 

that employ the common control in their system
Å Define the continuous monitoring strategy for the common controls

X X

Å Provide safeguards responsible for detecting, reporting, and investigating information security 
incidents

Å Provide evaluation to information owner/steward that explains economical value of 
implemented controls

Å Implement the controls defined by the information owner/steward over the specified data 

X X

Å Determine which findings, if any, present no harm to the organization
Å Select control assessors based on technical expertise and level of independence
Å Ensure that assessors have proper access to common control information
Å Determine initial remediation actions and prioritization based on control assessment findings
Å Resolve issues found during control assessments
Å Review the security and privacy assessment plans to ensure appropriate assessment depth and 

coverage 

X X

Å Provide system owner common control information and documentation to place in authorization 
package assembly

Å Update plans for common controls to provide near-real time risk management and ongoing 
authorization 
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(continued from 
previous page)

COMMON 
CONTROL 
PROVIDER

X X

Å Develop and document a continuous monitoring strategy for their assigned common controls 
Å tŀǊǘƛŎƛǇŀǘŜ ƛƴ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƳŀƴŀƎŜƳŜƴǘ ǇǊƻŎŜǎǎ
Å Establish and maintain an inventory of components associated with the common controls
Å Monitor common controls
Å /ƻƴŘǳŎǘ ŀǎǎŜǎǎƳŜƴǘǎ ƻŦ ǘƘŜ ŎƻƳƳƻƴ ŎƻƴǘǊƻƭǎ ŀǎ ŘŜŦƛƴŜŘ ƛƴ ǘƘŜ ŎƻƳƳƻƴ ŎƻƴǘǊƻƭ ǇǊƻǾƛŘŜǊΩǎ 

continuous monitoring strategy
Å Prepare and submit security and privacy posture reports at the organization-defined frequency
Å Conduct remediation activities as necessary to maintain the current authorization status 
Å Update critical security and privacy documentation on a regular basis and distribute them to 

individual information owners/system owners and other senior leaders

NIST RMF Quick Start Guide
Roles and Responsibilities Crosswalk

IN
D

E
X

StepsτP:Prepare; C: Categorize; S: Select; I: Implement; A: Assess; R: Authorize; M: Monitor. ResponsibilityτORG: Organizational; SYS: System

https://csrc.nist.gov/Projects/Risk-Management/rmf-quick-start-guides


2021-10-01

nist.gov/rmf

RMF
RISK MANAGEMENT FRAMEWORK

NIST

https://nist.gov/rmf

ROLE P C S I A R M
O
R
G

S
Y
S
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CHIEF 
INFORMATION 

OFFICER

X X

Å Ensure that an effective security program is established for the organization, including 
expectations and requirements

Å Designate a Senior Agency Information Security Officer
Å Ensure an appropriate level of funding and resources to support a robust security program
Å Determine mission and business function of the organization based on organizational priorities

X X
Å Cooperate and collaborate with system owners and the information owner or steward in the 

security categorization process.

X X

Å Establish expectations for the control selection and ongoing monitoring processes to provide a 
more consistent identification of controls throughout the organization

Å Provide resources as needed to support system owners during the process of selecting controls
Å Maintain organizational relationships and connections
Å Participate in the selection and approval of organization-level common controls

X X Å Help guide and inform authorizing official decisions regarding assessor independence.

X X

Å Ensure an effective continuous monitoring program is established for the organization
Å 9ǎǘŀōƭƛǎƘ ŜȄǇŜŎǘŀǘƛƻƴǎκǊŜǉǳƛǊŜƳŜƴǘǎ ŦƻǊ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ Ŏƻƴǘƛƴǳƻǳǎ ƳƻƴƛǘƻǊƛƴƎ ǇǊƻŎŜǎǎ 
Å Provide funding, personnel, and other resources to support continuous monitoring
Å Maintain high-level communications and working group relationships among organizational 

entities
Å Ensure that systems are covered by an approved security plan, are authorized to operate, and 

are monitored throughout the system development life cycle
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RISK EXECUTIVE 
(FUNCTION) OR 

SENIOR 
ACCOUNTABLE 

OFFICIAL FOR RISK 
MANAGEMENT

(continues next 
page)

X X

(Risk Executive [function])
Å Assess ongoing organization-wide security and privacy risk
Å Develop and implement an organization-wide strategy for continuously monitoring control 

effectiveness
Å Provide input to head of agency to determine organizational risk management strategy
Å Identify, document, and publish organization-wide common controls
Å Develop organization-wide tailored control baselines and/or profiles (Task P-4 [Optional])
Å Coordinate with the senior accountable official for risk management to prioritize organizational 

systems with the same impact level (Task P-6 [Optional]) 
Å Participate in organization-wide forums to consider all types and sources of risk

X X

(Senior Accountable Official for Risk Management)
Å Implement a comprehensive continuous monitoring program to maintain the initial system or 

common control authorizations as well as security and privacy reporting requirements and 
recipients

Å Identify, document, and publish organization-wide common controls
Å Provide input to head of agency to determine organizational risk management strategy
Å Assess ongoing organization-wide security and privacy risk
Å Review, approve, and publish organization-wide tailored control baselines and/or profiles (Task 

P-4 [Optional])
Å Align information security management processes with strategic, operational, and budgetary 

planning processes
Å Lead the risk executive (function)
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RISK EXECUTIVE 
(FUNCTION) OR 

SENIOR 
ACCOUNTABLE 

OFFICIAL FOR RISK 
MANAGEMENT

X X

Å Provide oversight to the categorization process to that ensure organizational risk to mission and 
business success is considered in decision making

Å Provide an organization-wide forum to consider all sources of risk, including aggregated risk 
from individual systems

Å Promote collaboration and cooperation among organizational entities
Å Facilitate the sharing of security risk-related information among authorizing officials
Å Coordinate with system owner for organizational system impact levels and system prioritization
Å Coordinate with the authorizing official to ensure that the categorization decision is appropriate 

for the organizational risk management strategy and satisfies requirements for high value assets 

X X

Å 5ŜŦƛƴŜ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ Ǌƛǎƪ ƳŀƴŀƎŜƳŜƴǘ ǎǘǊŀǘŜƎȅ ŀƴŘ ŜƴǎǳǊŜ ǘƘŜ ǎŜƭŜŎǘƛƻƴ ƻŦ ŎƻƴǘǊƻƭǎ ƛǎ 
consistent with the strategy

Å Promote the use of common controls to more effectively use organizational resources
Å LƴǘŜƎǊŀǘŜ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ Ǌƛǎƪ ƳŀƴŀƎŜƳŜƴǘ ǎǘǊŀǘŜƎȅ ƛƴǘƻ ǘƘŜ ŜƴǘŜǊǇǊƛǎŜ ŀǊŎƘƛǘŜŎǘǳǊŜ
Å Promote collaboration and cooperation among organizational entities

X X

Å Provide input to the authorization official on whether the risk of operating a system is 
acceptable

Å Provide information to the authorizing official that is considered in the final determination of 
risk from the operation or use of the system or the provision of common controls

X X

Å Provide oversight to the risk management process to ensure organizational risk to mission and 
business success is considered in decision making

Å Provide an organization-wide forum to consider all sources of risk, including aggregated risk 
from individual systems

Å Promote collaboration and cooperation among organizational entities
Å Facilitate the sharing of security risk-related information among authorizing officials 
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SENIOR AGENCY 
INFORMATION 

SECURITY 
OFFICER

(continues next 
page)

X X

Å Support an organization-wide forum to consider all sources of risk
Å Coordinate with senior agency official for risk management
Å Coordinate with senior agency official for privacy to ensure coordination between privacy and 

information security programs
Å Serve as liaison between organization risk management roles and system level risk 

management roles
Å Identify, document, and publish organization-wide common controls

X X

Å Establish and implement the organization-wide categorization guidance
Å Coordinate with the enterprise architecture group to integrate organizational information 

types into the enterprise architecture
Å Define organization-specific information types (additional to NIST SP 800-60) and distribute 

them to information owners/system owners
Å Lead the organization-wide categorization process to ensure consistent impact levels for the 
ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ǎȅǎǘŜƳǎ

Å Acquire or develop categorization tools or templates
Å Provide security categorization training

X X

Å Develop organization-wide control selection guidance
Å Assign responsibility for common controls to individuals or organizations
Å 9ǎǘŀōƭƛǎƘ ŀƴŘ Ƴŀƛƴǘŀƛƴ ŀ ŎŀǘŀƭƻƎ ƻŦ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŎƻƳƳƻƴ ŎƻƴǘǊƻƭǎ
Å Review the common controls periodically and, when necessary, update the common control 

selections
Å Define and disseminate organization-defined parameter values for relevant controls
Å Acquire/develop and maintain tools, templates, or checklists to support the control selection 

process and the development of system security plans
Å Develop a continuous monitoring strategy for the organization
Å Provide training on selecting controls and documenting them in the security plan
Å [ŜŀŘ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ǇǊƻŎŜǎǎ ŦƻǊ ǎŜƭŜŎǘƛƴƎ ŎƻƴǘǊƻƭǎ ŎƻƴǎƛǎǘŜƴǘ ǿƛǘƘ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ 

guidance
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SENIOR AGENCY 
INFORMATION 

SECURITY 
OFFICER

X X

Å Recommend potential response actions to authorizing official
Å Provide input to the authorizing official on appropriate risk determinations 
Å Provide input to the authorization official if the risk of operating a system is acceptable or not
Å Assist with assembly of the authorization package by providing input to system owner as 

needed
Å Provide input to the authorizing official to determine risk from the operation or use of the 

system or common control provisions
Å Serve as liaison between authorizing official and the chief information officer
Å Serve as authorizing official designated representative, if needed

X X

Å 9ǎǘŀōƭƛǎƘΣ ƛƳǇƭŜƳŜƴǘΣ ŀƴŘ Ƴŀƛƴǘŀƛƴ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ Ŏƻƴǘƛƴǳƻǳǎ ƳƻƴƛǘƻǊƛƴƎ ǇǊƻƎǊŀƳ
Å Develop organizational guidance for continuous monitoring of systems 
Å 5ŜǾŜƭƻǇ ŎƻƴŦƛƎǳǊŀǘƛƻƴ ƎǳƛŘŀƴŎŜ ŦƻǊ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ƛƴŦƻǊƳŀǘƛƻƴ ǘŜŎƘƴƻƭƻƎƛŜǎ
Å Consolidate and analyze plans of action and milestones to determine organizational security 

weaknesses and deficiencies
Å Acquire/develop and maintain automated tools to support security authorization and 

continuous monitoring
Å tǊƻǾƛŘŜ ǘǊŀƛƴƛƴƎ ƻƴ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ Ŏƻƴǘƛƴǳƻǳǎ ƳƻƴƛǘƻǊƛƴƎ ǇǊƻŎŜǎǎ
Å Provide support to information owners/system owners on how to develop and implement 

continuous monitoring strategies for their systems
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X X

Å Assign individuals to specific roles associated with privacy risk management and ensure no 
conflict of interest in privacy risk management roles

Å Assess ongoing, organization-wide privacy risk
Å Provide input and review to organization-wide tailored privacy control baselines (Task P-4 

[Optional])
Å Identify, document, and publish organization-wide common privacy common controls
Å Support establishment of criteria for determining the minimum frequency for control monitoring 

in collaboration with organizational officials
Å Identify all stages of the information life cycle
Å Ensure compliance with applicable privacy requirements and managing privacy risk
Å Coordinate with senior agency information security officer on privacy and information security 

activities

X X Å Support the definition of the privacy requirements for the system and environment of operation

X X
Å Review and approve the security categorization results and decision for systems processing 

personally identifiable information prior to the Authorizing Official review

X X
Å Designate which privacy controls will be treated as program management, common, system-

specific, and hybrid privacy controls

X X

Å Identify assessment methodologies and metrics to determine whether privacy controls are 
implemented correctly, operating as intended, and sufficient to ensure compliance with 
applicable privacy requirements and manage privacy risks

Å Conduct assessments of privacy controls and document results, or delegate assessment 
functions, consistent with applicable policies
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